A Heuristic Approach for Firewall Policy Optimization by El-Alfy, E.-S.M.




A Heuristic Approach For Firewall Policy Optimization 
El-Alfy, ESM 
  IEEE, 9TH INTERNATIONAL CONFERENCE ON ADVANCED COMMUNICATION 
TECHNOLOGY: 
   TOWARD NETWORK INNOVATION BEYOND EVOLUTION, VOLS 1-3; pp: 1782-1787; 
Vol: ## 





A primary goal of this paper is to develop a heuristic approach based on genetic 
algorithms to enhance the firewall performance. Typical firewall policies may have 
thousands of rules and determining an optimal rule order that minimizes the average 
number of rule comparisons while maintaining the policy integrity is proven to be 
NP-hard. This problem is formulated as a binary integer program for which an 
optimal solution is obtained using the branch-and-bound technique. Then. an 
alternative solution approach is devised based on genetic algorithms. Several 
experiments are conducted to evaluate the effectiveness of the proposed approach as 
compared to other rule-ordering techniques. Empirical results show the potential and 
flexibility of the proposed approach. 
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